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LIST OF ABBREVIATIONS AND TERMS

Common Base Registry for Healthcare Actor

CoBRHA The shared database of public institutions responsible for accreditation of healthcare
actors in Belgium.
CSAM Brings together a set of agreements, rules and services to organise identity and access
management within e-government.
. A group of applications managed by an access manager.
Domain \ o .
Capacity' is the old term for domain.
e-Health Belgian platform for information and communication technologies applied to health.
eID The electronic identity card for Belgian citizens. The identity card is proof of registration
in the national register.
FAMHP Federal Agency for Medicines and Health Products.
Health Care Organisation (HCO)
The HCO number is assigned to a healthcare facility by the accrediting authority. The
HCO HCO number is a unique designation for a healthcare facility within an accrediting
authority. Therefore, in practice, there may be healthcare facilities with the same HCO
number, but the combination of HCO number and accrediting authority will always be
unique.
Principal Access Manager
Principal access management officer of your enterprise who is able to delegate access
management at any time by appointing access managers for each domain (application
PAM group). He/she may also designate a backup (co-chief access manager) to assist. The
PAM is automatically an access manager, but is able to designate other access
managers.
Entity Access Manager (EAM) is the old term for PAM.
Identity and access management
IAM solutions ensure that access to certain information and systems is limited to those
IAM . o . . e .
who are identified (e.g. username or email), authenticated (e.g. verification via
password or itsme) and authorised (e.g. for a particular application).
The unique identification number of a natural person with the Belgian social security
NISS system. For residents of Belgium, it is identical to the national register number. For non-
residents of Belgium, it is their number in the BIS register (Source).
itsme A mobile identification application that allows people with a Belgian identity card to
access a wide range of online services, such as government platforms.
Crossroads Crossroads Bank for Enterprises
Bank for

Enterprises
(CBE)

Central database that holds all identification data of all enterprises. The CBE therefore
serves as an authentic source for all information about an enterprise.

LA

Local administrator
An obsolete name for access manager (AM).

AM

Access Manager
Is able to manage users and grant them access to various online services.
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1. THE BASIS OF THE SYSTEM

Any delivery and receipt in Belgium of products containing substances listed in Annexes I, II and IV of the
Royal Decree of 6 September 2017 may only be carried out on condition that they are registered in the
digital system of the FAMHP (excluding preparations listed in Annexes Ic and IVc). This digital system
replaces the paper narcotic order form.

The declaration in the system takes place after the event, as soon as possible after receipt or shipment of
the goods. This can be done manually or integrated into management software. For each shipping note, a
user must submit a separate declaration.

This chapter 'The basis of the system' applies both to manual (via the web application) and integration-
based (via REST interface) entries. The rest of this document applies only to manual entries. A separate
guide explaining the REST interface is available for integration.

1.1. DECLARATION

All market operators are expected to verify the delivery address and deliver only to licensed addresses.
This is required not only by the aforementioned Royal Decree, but also by the Good Distribution Practices
(GDP) rules. In addition, it is imperative that any change in a trading partner's data is reported in good
time to the competent services (see Section 5.).

For pharmacies open to the public, it will largely concern purchases, i.e. receipts, of the narcotic drugs.
Orders are repeatedly taken automatically by a server throughout the day and narcotic drugs are delivered
immediately. The pharmacist must then record receipt via the web application after delivery. A sale is also
possible, for example in the case of assistance between colleagues. This type of transaction must also be
recorded, both by sender and recipient.

For its part, the wholesaler/supplier will mainly record deliveries to pharmacies. But receipts, in other
words purchases from a manufacturer, other wholesalers, returns from a pharmacy etc. must also be
recorded, of course.

1.2. CONTROL OF DECLARATIONS

The declaration of deliveries and receipts will be controlled by the FAMHP. Discrepancies between delivery
and receipt will warrant further investigation. For this reason, where possible, it is important that declarants
prepare and forward declarations of orders sent or received the previous day on a daily basis. The deadline
for submitting a declaration is 30 days from the date of receipt or shipping indicated on the declaration.

=
=
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2. REGISTRATION - CONFIGURATION - LOGIN

Before the declaration can be made, the merchant must be registered (step 2.1.) and access to the
application must be configured (step 2.2.). Steps 2.1. and 2.2. are executed once (see Figure 1).

After this has been done, the merchant can login (section 2.3.) and submit his declaration.

Important note for pharmacists

Pharmacists-in-charge and adjunct pharmacists with Belgian citizenship, both pharmacies open to the
public and hospital pharmacies, can skip steps 2.1 and 2.2, since they are implicitly registered, and the
application is already configured for them.

Step 3.
Log into the application to
submit a declaration
(see 2.3)

Step 1 Step 2

Register with FAMHP Configure the user
(see 2.1) (see 2.2)

Figure 1: Steps to follow before submitting declarations

2.1. REGISTRATION WITH FAMHP (ONLY ONCE)

A trading partner that wishes to legally perform transactions involving narcotics must be licensed to do so
(see section 4). The licence is issued by the FAMHP. For hospital pharmacists and pharmacists open to
the public, the licence is granted implicitly.

2.2. USER ACCESS CONFIGURATION (ONLY ONCE)

The configuration of users for access (IAM) to the application must be done for:
1. merchants who are not pharmacists;
2. pharmacists-in-charge and adjunct pharmacists with foreign citizenship;
3. substitute pharmacists of a pharmacy open to the public.

Users must be configured by a statutory representative of the enterprise (see CBE) or by someone
designated by that person as a representative.

Note for pharmacists-in-charge of a hospital pharmacy
In this version of the web application, only pharmacists-in-charge and adjunct-pharmacists have access to
the web application. In the future, this will also be possible for substitute pharmacists and non-pharmacists.

2.2.1 TERMINOLOGY

The appointment of end users takes place through a number of government applications. This is quite
complex as data from different databases are brought together and further updated (SME portal, national
register, CoBHRA, etc.).

Keep in mind that old and new terms are used interchangeably in government applications. We prefer to
use the new terms, although sometimes the application will show you the old term.

-
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PAM Principal access manager [old term: EAM entity access manager or chief access manager]

The principal access manager is the main person responsible for access management for your enterprise.
He/she may delegate the role to a co-PAM.

The PAM must appoint an access manager (him/herself or someone else) for a domain (group of
applications). The PAM automatically becomes AM for each domain.

AM Access Manager [old term: LA Local Administrator]

The access manager performs user management. In this case, the AM provides access to various online
services, e.g. to the services of FAMHP.

A co-access manager = person appointed as an additional AM [old term: co-local administrator].

Domain [old term: capacity]
A domain is a group of applications managed by an access manager.

Important note: the same person can take the role of PAM, AM, and user.

2.2.2. THE STEPS
Configuring the end user is done once and involves several steps:

o ®
‘e
°
) ® . ) 2.2.5.
° 2.2.4. : 2.2.6. 22.7.
2.2.3. - Indicate AM L .
Designate a PAM Activate the associated with Add subdivision Indicate
e g domain and designate AM user

o ) the domain
000

Figure 2: The steps for user configuration

Of course, if you have already performed a step, you can skip it.
If necessary, you can change the access data afterwards (Section 2.2.8.).
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2.2.3. DESIGNATING A PAM

2.2.3.1. If this step has already been performed

You may have previously activated this person as a PAM on CSAM. For pharmacists-in-charge, this should
be the case. The pharmacist-in-charge can then proceed to step 2.2.7.1.

Other PAMs can continue to step 2.2.4.

2.2.3.2. Designating the PAM if this step has not yet been carried out
2.2.3.2.1. For pharmacists of a pharmacy open to the public

1. Log in to this link;
2. Select "Pharmacie" under Institution type;
3. Enter the institution number (consisting of eight digits, i.e. the APB number and two control

digits) of your pharmacy (see figure 3).
The institution number corresponds to the RIZIV number of the pharmacy.
The pharmacist-in-charge will find this number as follows:
a. log into the web application
b. click on "Submit a declaration"
c. the number next to "Declarant ID" corresponds to the institution number

Appointing a Chief Access Manager

In order to request access as a health care insfitution to the eHealth secure services, you must register your health care institution in CSAM. After doing so you will have access to
the Management of Access Managers (MAM).

Only if you are a representative of your institution, it is possible for you to register a health care institution in CSAM. Your function as representative must be approved in the
authentic source of your institution. Consult INAMI Professionel if you are not sure whether you are currently approved as a legal representative of the institution you wish to register.
Select hereunder the institution type of which you are the representative and enter the number of the institution in order to:

= register your institution in CSAM, and
» appoint yourself as a Chief Access Manager @

Institution type Pharmacie hd

Institution number (8 figures)

Registration of my institution in CSAM

Figure 3: Appoint a chief access manager.

4. Click on 'Registration of my institution in CSAM";
5. The pharmacist-in-charge further completes the requested details (email, phone number,...)
to finalise the registration.

2.2.3.2.2. For other companies

Log into CSAM and follow the steps described in the CSAM manual (step-by-step guide for businesses).

= For persons with a Belgian identity card: item I = page 4 'Een Hoofdtoegangsbeheerder (HTB)
aanstellen [Appointing a Principal Access Manager (PAM)]."

=  For persons without a Belgian identity card: item II = page 17 'Een Hoofdtoegangsbeheerder (HTB)
aanstellen - Uitzonderingsprocedure [Appointing a Principal Access Manager (PAM) - Exception
procedure]'.
= If the legal representative does not have a national register number or bis number o.w.v.

domiciliation abroad, the steps below should be followed to obtain a bis number:

= Surf to www.limosa.be;
= Select the preferred language;
= At the bottom of the page, under Limosa, click on "More information";
= Create an account;
= Submit and send the required data.

If you have any questions about the CSAM manual, please contact CSAM directly on 02 511 51 51 or by
using this contact form.
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2.2.4. ACTIVATING THE DOMAIN

2.2.4.1. For pharmacists of a pharmacy open to the public

Pharmacists-in-charge do not need to activate the domain [Hoedanigheid] themselves. It is activated
automatically once the principal access manager is registered in CSAM. The pharmacist-in-charge can
proceed to §2.2.7.1 to add users.

2.2.4.2. For other companies
1. Click on ‘Toegangsbeheer’ [Access Management] via this link, and log in via eID or itsme;
2. Select the company you want to sign in to the social security portal for;
3. Double-click on ‘Benaming ... (Verantwoordelijke Toegangen Entiteit)’ [Entity Access Manager’ (see
Figure 4);
\"Toeganngeheer L | FR | DE Home Uw verantwoordelifken Help Quit
< voor Ondernemingen en Organisaties
welkom . u bevindt zich op de onthaalpagina van de toepassing Toegangsbeheer voor Ondernemingen en Organisaties.

In de afrollijst hieronder bevinden zich alle entiteiten waarvoor u geregistreerd bent.

Wanneer u een onderneming of organisatie selecteert in deze lijst, verschijnen hieronder de verschillende rollen die u voor de onderneming of organisatie werden toegekend, in
de vorm van een hyperlink. Klik dan op de gewenste link.

U kunt op elk moment terugkeren naar deze pagina door te klikken op de link Home in de hoek bovenaan rechts van het venster.
Indien nodig is de gebruikershandleiding toegankelijk via de link Help.

Kies de onderneming of de organisatie waarvoor u wenst te werken in deze toepassing.

[ ; Onder v

Klik de gewenste link

| Benaming: ; Onder i o (Verantwoordelijke Toegangen Entiteit
i Hoedanigheid: Gezondheidszorg: Ondernemingsnummer: (Lokale Beheerder)
.. Hoedanigheid: JeugdHulp: Ondernemingsnummer: . (Lokale Beheerder)
Hoedanigheid: Onderneming zonder personeel: Ondernemingsnummer: (Lokale Beheerder)

Figure 4: Activate the domain [Hoedanigheid] (1)

4., At the bottom of the list, select: 'eHealth Gezondheidszorg' [eHealth Healthcare] and click
'Volgende' [Next] (see figure 5).

fresom A a0 3 prtanns e fn Socwe Dekted v Vetantmesedeiohs yvet de |erensacs

Figure 5: Activate the domain [Hoedanigheid] (2)

5. Add another e-mail address for the domain, preferably a generic e-mail address of the users of the
domain.
Proceed to step '2.2.5. Designating an AM'.
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2.2.5. DESIGNATING AN AM
2.2.5.1. If this step has already been performed or if you are a PAM

You can proceed to step 2.2.6.

A PAM is automatically an AM for each domain. Thus, if you as the PAM also take on the role of
AM, you can skip this step.

2.2.5.2. Designating an AM
From here, you can follow the steps in this guide instead of the CSAM guide.

1. Choose (see Figure 6):
a. Either 'Ik wens zelf in te staan voor het beheer van de hoedanigheid' [I wish to be responsible for
managing the domain myself]. The PAM is then designated as AM.
b. Or 'Ik wil een lokale beheerder aanstellen om de hoedanigheid te beheren' [I want to appoint a
local administrator! to manage the domain]. The PAM then delegates the work to a (different) AM.

Len hoedanigheld activeren
wan de
noeterngted AW G PRIy
Crdermevmagerommer
won de
s st (— )

Tt e maiatres 1an B0 Neederghed in Jatruhl morten | P ERTLeg oMM ate G \erband burl Mt bet domar maTE fo doelangted
Tetiebhog See® amn pen ger (Mle slumale A papte

Lobake Boheerder

0 s 0o e e e et Bahanr v e headanghad
Bt aen e - SR AT
wsz

Figure 6: For the option 'I wish to be responsible for managing the domain myself': click 'Next'

! Local administrator (LA) is an obsolete name for access manager.

-
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Een hoedanigheid activeran

Dw valden mat san * mosten werplicht worden ingevuld

Identificatiegegevens van de hoedanigheid

FHoedanghead i sHeslth Gerondheidszong
Ondernemingsnummer

Contactgegevens van de hoedanigheid
E-mailadres van de hoedansgheid

Lokale Beheerder

Gabruikersnaam

Maam i

Viosarnaam 1

Titel :[ v
INSZ :

Taalkeuze : hd

E-mniladres *
Lokaal e-railadres :

{dit adres mag gebruikt worden in het kader van uw individuele contacten met het contactoenter Eranava)

Beveiligde toepassingen

« uthamtieks Brom van Gemachtigoe 'V artegeny oordigers
D boapassing SARA i3 b webapplicstie oid ber bischibbing pestaly wordh san de Balpechs cndememingen rodst re hun repedorium {catalogus) van febnkanten of
(v AL vEn TEEIokE produshes, voor Sdvdlid S8 84 BERVIRED fof SIASMIRE op b Belgache Marke Fulled mken of Sin BRAWEEE Pl REE vVRATIEN VB Bh
wxportartificast paa mpken, Evassn behaakn, Do produchietited worden ook babserd in SARA,
Authenteek bron van de sxport certificaten
D bodpaising SACENX if a0 wabapnlicsbia i tir Bagchibbing pasteld wordt 250 o Balpirche omosmamn pan 2odst B s EENWIE) voor deport chtificaten Fullen
mankan.
s aHaslth monitering dahbasrd

aFaalth monitoring daphboand woor fontrole van de LA van de verpchillandy ahealth pennices en gerviges op e aMeaith bug
o Liniak Portasl
Mt "Uniek Portaal” moet het uniske toegangspunt worden veor de Forgorofessonad waar hil/zp zijn pegevens kan raadplegen (Fase 1) zoals dece pebend zijn by de
wirschilande cvarfreden. In Fase I 2ad b)) een santal van dese gepevens ook 2ol kunnen Janpassen door migoel van codedipgetoe spplicaties
Portasl MECSEIP
Algemesn pladform voor de scleus in pamenwerking mat et Faderapl Agentichap voor Genessmiddeisn an Gesondheidiseg
« Authenterbs Bron van Activibeten sn Klassan
O Authan beke Bron van Activibeiien @t KAassen, SANAC, 5 s fodpassng dve o bednvin foklest om hum sctiviteiben [(ahstnbutie, fabricage, import, dansien ) an
el e registy by At Fad I Agenstschap van Gensesmiddelen &0 Gerondfsidiproducten (FAGG).
Aythantisks Bron wan Actoren (FACGD)
Be towparsing SAA laad bedrfven toe om bednifegegevens te regisireren bl het fapg. De webapplicabie die fer beschibking worgt pesteld aan bednjven sodat oe oich
kenbaar bunnen maken by het fagg.

Figure 7: Confirm the data entered by clicking 'Opslaan’ [Save].

\l;Taegangsbehegr ——_— L Y
< voor Ondermemingen en Organisaties
Berareng | HAR Audoenalien Gredis Dndames i yre: | DSEIIONOm

Hoadanigheid: eHealth Gezandheldszarg; OndernemingsnuITHTeEr:
| Gebnaers Functianaliteiten

o WE VN G EECEIETL | SRR B b v B volETer (TRETG. i

- | ::"'“ = !n."'"':....................-
Pt [ Rt C e e et it

T ' ® 7 I
i e R o= e - - e
[P —— . u [EryE— A =1 P ———
| [ st et oo Lo -
:::mm " | e vganar

Figure 8: For the option 'I want to appoint a local administrator to manage the domain':
a. Select the 'Een Co-Lokale beheerder toevoegen' [Add a Co-Local Administrator] function.
Enter the Co-local administrator's NISS number, and click 'Next'.
b. In this step you can:
- add a new user (see 2.2.7.);
- change the AM;
- delete a user;
- (un)block a user.

-
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2.2.6. Adding a subdivision

This section applies to all companies under the hoedanigheid [domain] "eHealth

Gezondheidszorg", regardless of the number of branches or establishments.

2.2.6.1. If this step has already been performed or does not apply
You can proceed to step 2.2.7.

2.2.6.2. Adding a subdivision and appointing a manager
1. Select your enterprise;
2. Select the hoedanigheid [domain] 'eHealth Gezondheidszorg' (see Figure 9).

\‘gToeganngeheer . . NL| FR | DE Home Uw verantwoordelijken Helo Quit
“»» voor Ondernemingen en Organisaties

Welkom De heer i . u bevindt zich op de van de voor en O

1n de afrollijst hieronder bevinden zich alle entiteiten waarvoor u geregistreerd bent.

Wanneer u een onderneming of organisatie selecteert in deze lijst, verschijnen hieronder de verschillende rollen die u voor de onderneming of organisatie werden toegekend, in de vorm van een hyperfink. Kiik dan op de gewenste link.
U kunt op elk moment terugkeren naar deze pagina door te klikken op de link Hame In de hoek bovenaan rechts van het venster.

Indien nodig Is de gebruikershandleiding toegankelijk via de link Help.

Kies de onderneming of de organisatie waarvoor u wenst te werken in deze toepassing.

0 - e v

Kiik de gewenste link

-y
etiealth o] (Lokale }
H SINT-NIKLAAS: HCO-nummer. . (Co )
BRUGGE; HCO-nummer: s (Ct

Figure 9: Adding a subdivision and appointing a manager

3. Select the 'gebruikers' [users] menu (see Figure 10) and then click on the 'subafdeling'

[subdivision] tab (see Figure 11).

MR oe Mame  Usscactaccoicics Mol QU

WM, Toegangsbeheer R
“» voor Ondermemingen en Organisaties

Benamng: Masaue Farcasique: Ondernemvagencrvees; 1000 429.0%)
th o

Voot zm m_ U MG 1Degang BOL Ge COMAMISTE vin e So0We Zekernesd M5 Lokalt Beteerder voor Ge voigande NoSMIghed F t liteit
Benamning: il foCanlio
7 1000429 092
Crmatiedetum: 06102017 ]
ool |ty Gt be 4 gt * Osmed e e Speapng natymges f
Ovdbermemimgsmammmer; 105 48 007 .:-“ Jr
* CLLR D IEX IR 23N
Denk erasn om de 00 U Dehesrde BRedANIGhCIISPEOENENS regermany Te verfisren. Schvien
* abalacoas taeiiac
Persoonkijhe gegevens

D e T S
* 2 aadtwict s

© Dder g b St b anraten S
axiael e e miss Sated

Figure 10: Select the 'users — subdivisions' menu.

-
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) / Ngs hee Uy verantwoordel
4 |k)k,Ud| igsoeneel NL|FRIDE  Home jken Help Quit

v voor Ondernemingen en Organisaties

Benaming: ondernemingsnummer
eMHealth

Gabeukars Functionaliteiten

Hoedanigheidsbeheer

De lijst van de gebruikers tonen op basis van de volgende criteria

Naam : Voornaam
Gebruikersnaam ] Type | )
INSZ Y] ] Status : v
Bevelligde toepassingen v
Aantal gebruikers: [10 v | (R (7]
Pagina 1 9 items gevonden.
Naam Voornaam Gebruikersnaam Type INSZ Status Actie
Actief
Actief
Actief
Actief
Actief
Actief
Actief
Actief
Actief 2

*De gebruikers exporteren (.csv), Excel
Gebruser(s) vervijderen v || Uitvoeren ZDe gebrutkers exporteren (.csv). Exc

Een gebruiker toevoegen INSZ: | Voigende

Figure 11: Next, click on the 'subdivision' tab.

4. Select the 'een subafdeling toevoegen’ [add a subdivision] tab, choose ‘Gezondheidszorg’
[Healthcare], and click 'Volgende’ [next] (see Figure 12).

5. Complete the form with the institution's HCO number and email address. Finally, select whether
you want to manage the subdivision yourself or entrust it to another person. For the latter option,
you will be asked to enter the person's NISS number (see Figure 13);

\m’ I(JkgL“ IUQ(JL[\LK )| NL | FR | DE Home Uw verantwoordelijken Help Quit

“# voor Ondernemingen en Organisaties

Benaming 1; Ondernemingsnummer:
eHealth

Sl Sutisigenng Functionaliteiten
De lijst van de subafdelingen tonen op basis van de volgende criteria

Hoedanigheidsbeheer
= Ee 2

Naam
1dentificatie

Type § v

® @
Lijst van de subafdelingen
Naam Identificatie Type Actie
Gezondheidszorg 2
Gezondheidszorg 2
De subatdeling biokkeren v | | Uitvoeren
Een subafdeling toevoegen + | Voigende
Thuiszorg
Gezinszorg
Gezondheids2org

Figure 12: Select the 'subdivision' tab and then click 'next’.

“Ze voor Ondernemingen en Organisa

Benaming: —

Hoedanigheid: eHealth Gezondheidszorg; Ondernemlngsnummer

Een subafdeling toevoegen van het type Gezondheidszorg

Identificatiegegevens van de subafdeling

HCO-nummer

Naam van de subafdeling

Contactgegevens van de subdivisie

Figure 13: Complete the form.
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6. Select the 'Online aangifte voor de overdracht van verdovende middelen' [Portal of Online aangifte

voor de overdracht van verdovende middelen] service to add the subdivision (see Figure 14).
7. Click 'Opslaan' [Save].

8. Click 'Bevestigen' [Confirm].

Beveiligde toepassingen

() Administratieve gegevens (RIZIV)
Beheer van administratieve RIZIV-gegevens voor zorgverstrekkers (praktijk- en financiele gegevens, conventionering...)
[J Beheer van financiéle en fiscale gegevens (RIZIV)

Dit ene bestand betreft de webapplicatie waarmee individuele zorgaanbieders en bepaalde categorieén van zorginstellingen hun financiéle en fiscale gegevens kunnen beheren
in het kader van de betalingen door het RIZIV.

() Mijn documenten (RIZIV)

Met deze module kunnen dispensers de documenten die tussen hem en het RIZIV zijn uitgewisseld visualiseren en bepaalde gepersonaliseerde elektronische documenten, zoals
recepten voor geneesmiddelen, downloaden.

() Mijn wettelijke en contactgegevens

Toepassing veor het inzien van mijn wettelijke gegevens en het beheren van mijn contactgegevens in het kader van de kwaliteitswet.
Online aangifte voor de overdracht van verdovende middelen

Portal of Online aangifte voor de overdracht van verdovende middelen

[) Overeenkomst (RIZIV)

Dit ene bestand betreft de webapplicatie waarmee individuele aanbieders hun contracteringsgegevens kunnen beheren.

Figure 14: Select the 'Portal of Online aangifte voor de overdracht van verdovende middelen' application.

2.2.7. DESIGNATING USERS
2.2.7.1. For pharmacists of a pharmacy open to the public

1. Click on ‘Toegangsbeheer’ [Access Management] via this link, and sign in via eID of itsme
2. Once signed in, select your pharmacy (figure 15)

TestAcc Apotheek
o Apotheek - Lokale Beheerder

RIZIV nummer: ] ||

Figure 15: selecting your pharmacy.

3. The hoedanigheid [domain] ‘Apotheek’ under which users can be added now appears, click on
it (Figure 16).

elkom [

1. u bevindt zich op de onthaalpagina van de toepassing Toegangsbeheer voor Onde

n de afrollijst hieronder bevinden zich alle entiteiten waarvoor u geregistreerd bent.
anneer u een onderneming of organisatie selecteert in deze lijst, verschijnen hieronder de verschillende rollen die u voor de onder

U kunt op elk moment terugkeren naar deze pagina door te klikken op de link Home in de hoek bovenaan rechts van het venster.

Indien nodig is de gebruikershandleiding toegankelijk via de link Help.

Kies de onderneming of de organisatie waarvoor u wenst te werken in deze toepassing.

TestAcc Apotheek |RIZIV-nummer:k |

Klik de gewenste link

: TestAcc Apotheek; RIZIV-nummer: Verantwoordelijke Toegangen Entiteit)
‘- Hoedanigheid: Apotheek; Apotheeknummer: = (Lokale Beheerder)
i~ Hoedanigheid: Gezondheidszorg (RIZIV); RIZIV-nummer: H H (Lokale Beheerder)

Figure 16: Select the ‘hoedanigheid’ [domain].

4. Click on ‘Gebruikers’ [users] on the right-hand side of the screen.
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5. At the bottom, enter the user's INSZ number (social security humber) and click ‘Volgende’

[Next] (Figure 17).

Benaming: TestAcc Apotheek; RIZIV-nummer: ]
Hoedanigheid: Apotheek; Apotheeknummer: 1

Gebruikers

De lijst van de gebruikers tonen op basis van de volgende criteria

| ——

s ] LB

Gebruiker(s) verwnderen v | Uitvoeren

Naam . Voornaam : ‘
Gebruikersnaam T Type
: Status : ~
sz :
Beveiligde toepassingen : -
Pagina 1
O Naam Voornaam Gebruikersnaam Type INSZ

*De gebruikers exporteren (.csv), Excel

Functionaliteiten

Hoedanigheidsbeheer
= Beginaaging or Startpaging

- Gel
u D

hoedanigheld rasdplegen of
wiizigen

= Gebruikers opzoeken

™ funtiss en Verantwoordelijkhaden Hisrarchis

Aantal gebruikers: [10 v m E]

. Gestructureerde berichten
Eén item gevonden. ) i Rl Pyl b o

Status Actie

Persoonlijke gegevens

m Miln persoonlijke gegevens wijzigen

= Miin wachtwoord wiizigen

m Beheer van het centificaat te gebruiken op hat

Actief B4

[Een gebruker toevoegen | INSZ:

ctaalvan
| Volgende

Figure 17: adding a user.

6. After completing the user details and assigning a password, you will be able to select the online
application 'Online aangifte voor de overdracht van verdovende middelen’ at the bottom [Portal
of Online aangifte voor de overdracht van verdovende middelen] (Figure 18).

= ¥

() Mijn documenten (RIZIV)

documenten, zoals recepten voor geneesmiddelen, downloaden.

Online aangifte voor de overdracht van verdovende middelen|

Portal of Online aangifte voor de overdracht van verdovende middelen

() Raadpleging van medische kaart

Raadpleging van medische kaart

Dit dossier handelt over HD4PrC (healthdata for primary care), de toepassing waarmee healthdata de gegevensuitwisseling voor wetenschappelijke of
beleidsondersteunende doeleinden vanuit de eerstelijns- en extramurale gezondheidszorg wil ondersteunen.

Met deze module kunnen dispensers de documenten die tussen hem en het RIZIV zijn uitgewisseld visualiseren en bepaalde gepersonaliseerde elektronische

Figure 18: Select the 'Online aangifte voor de overdracht van verdovende middelen’ application.

7. Click on ‘opslaan’ [save] and ‘bevestigen’ [confirm].

2.2.7.2. For other companies
2.2.7.2.1. If starting from this step

Make sure you are logged into the Social Security ‘access management for businesses and

organisations’ portal.
1. Click on this link.

2. Click on 'Toegangsbeheer' [access management] (see Figure 19) and sign in.
3. Select the enterprise, and subdivision if applicable, for which you want to create a user.

4. Now proceed from figure 22 in step 2.2.7.2.

ONDERNEMING w NEDERLANDS v OVER DE SOCIALE ZEKERHEID

\.’ Sociale zekerheid

. HOME
4',..' Onderneming

ONLINEDIENSTEN THEMAS ~

Toegangsbeheer voor Ondernemingen en

Organisaties i

In de onlinedienst Toegangsbeheer worden alle gebruikersaccounts en toegangen van uw
onderneming tot de diensten van de sociale zekerheid beheerd.

Wie heeft toegang tot Toegangsbeheer?

De Hoofdtoegangsbeheerder en eventuele Toegangsbeheerders van uw onderneming hebben
toegang tot alle functies. Gewone gebruikers kunnen alleen hun eigen accountgegevens aanpassen.

Aanmelden e-Box Enterprise _h

ONDERSTEUNING v CONTACT | Q

Toegangen beheren

| Toegangsbeheer &

VRAGEN?

Contacteer ons

PRIVACY

Meer informatie over de verwerking
van persoonsgegevens [/

Figure 19: Accessing the social security portal.
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2.2.7.2.2. If you arrive here from a previous configuration step
1. Click on the 'Home' menu at the top right of the screen (see Figure 20).

\’;Toegangsbeheer NLIFITIDE _ Uw verantwoordelijken Help Quit
“»n voor Ondernemingen en Organisaties

Figure 20: Click on 'Home'.

2. Select the hoedanigheid [domain] 'eHealth Gezondheidszorg' or subdivision of the domain (see Figure
21). A user added at the domain level is given access to all the data of the enterprise.
Note that the user added at domain level, gets access to all the company's data. The user added at
subdivision level, only gets access to the subdivision’s information/application.

\.gToeganngehee,r . y NL| FR | DE Home Uw verantwoordelijken Help Quit
“»n voor Ondernemingen en Organisaties

Vielkom De heer “w . u bevindt zich op de van de toepassing vaor O en Organisaties.

10 de afrolljst hieronder bevinden Zich alle entiteiten waar/oor u geregistreerd bent

wianneer u een onderneming of organisatie selecteert in deze list, verschijnen higronder de verschillende rollen die u voor de onderneming of organisatie werden toegekend, In de vorm van een hyperlink, Kilk dan op de gewenste link.
U kunt op elk moment terugkeren naar deze pagina door te klikken op de link Hom in de hoek bovenaan rechts van het venster.

Indien nodig is de gebrulkershandieiding toegankelijk via de link Help.

Kies de onderneming of de organisatie waarvoor u wenst te werken In deze toepassing.

[F—— Ondememingsnummer_ amm— v

Klik de gewenste link

-
Hoedanigheid: eHealth Gezondheidszoro; Ondernemingsnummer: (Lokale co-beheerder)
Subaldeling: Gezondheldszorg: SINT-NIKLAAS: HCO-nummer: — (Co-subafdelingsbeheerder)
- BRUGGE ; HCO-nummer; (c )

© 2007 Sociale zekerheid W

Figure 21: Select the domain or subdivision of the domain.

3. Click on the 'Gebruikers' [Users] menu (see Figure 22).

NIz Toegangsbeheer R WLIFRIDE  Home Uwverantwoodeitien Help Qut
“# voor Ondernemingen en Organisaties

Plastique : 1000.439.093
Hoedanigheid: Instelling gelinkt aan de 1000.439.093

Welkom Mevrouw Laurette Dehaene, u krijgt toegang tot de portaalsite van de Sociale Zekerheid als Lokale Beheerder voor de volgende hoedanigheid:

Functionaliteiten

Hoedanigheidsbeheer
+ Beginpagina or Startpagina
2

Benaming: Plastique Fantastique
ingsnummer: 1000.439.093
Creatiedatum: 06/10/2017

Hoedanigheid: Instelling gelinkt aan de gezondheidssector
ingsnummer: 1000.439.093

Denk eraan om de door u beheerde hoedanigheidsgegevens regelmatig te verifieren.
Gestructureerde berichten
.

richten
Persoonlijke gegevens
= Mun persoonitke eqevens wizgen
= Miin wachtwoord wiizigen
» Beheer va

eorteal van de socle zekerhed

Figure 22: Click on 'users’.

4. Enter the user's NISS number (see Figure 23).
5. Click 'Volgende' [Next].

-
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L verantwoordel)
W, Toegangsbeheer NCIFRIDE  Home teen o Qut
7 voor Ondernemingen en Organisaties
Benaming ondernemingsnummer:
Health —_—
B Functionaliteiten
De lijst van de gebruikers tonen op basis van de volgende criteria Hoedanlgheldsbeheer
Naam : | Voornaam : | Beainpagios or Starteao
Gebrukersnaamn | Trpe i v R R BB s st
sz : ‘ Status. HI v| iznen
» Gebruskers pozosken
Bevelligde toepassingen v ® Functies en Verantwoordaikheden Hierarchi
nantal gebruikers: [10 v | (W] (7] Gestructureerde bericht
Ppagina 1 9 items gevonden. e pepichten
(m} Naam Voornaam Gebruikersnaam Type INSZ Status Actie
Actief Persoonlijke gegevens
ML Retacankine UEdeVena AiLaRD
Actief LR viioan
Actief = Bieheer van et certficant te ashrulken oo hel
eartaal van de socale iekerhed
Actief
Actief
Actief
Actief
Actief
( Actief RS
[ Gebruser(s) verwideren || Uitvosren “De oebrulkers exparteren (.csv), Excel
Een gebrulker toevoegen INSZ: | voigende

Figure 23: Enter the user's NISS number.

6. After completing the user details and assigning a password, you will be able to select ‘Online aangifte

voor de overdracht van verdovende middelen’ [Portal of Online aangifte voor de overdracht van
verdovende middelen] at the bottom of the screen (see Figure 24).

Click on the box ‘Online aangifte voor de overdracht van verdovende middelen’ [Portal of Online
aangifte voor de overdracht van verdovende middelen].

8. Click 'Opslaan' [Save].

9. Check the information and click 'Bevestigen' [Confirm].

Mg Toegangsbeheer NI e ool e 0
“»» voor Ondernemingen en Organisaties

Benaming: ; RIZIV-nummer:

Een gebruiker aanmaken

Functionaliteiten
De velden met een * moeten verplicht worden ingevuld

Hoedanigheidsbeheer
= Beginpagina or Startpagina
» Gebrulkers
Gebruikersnaam : = De details van de hoedanigheid raadplegen of

Identificatiegegevens

Nasm wifzigen
= Gebruikers onzoeken
Voornaam : = Functies en Verantweordelijkheden Hiérarchie
Titel : [Deheer v
e [Be e ] Gestructureerde berichten
INSZ : .
Taalkeuze : [Nederlands ~ =
Persoonlijke gegevens

» Hijn wachiwoord wifzigen
w Beheer van het certificaat te gebruiken op het
portaal van de sociale zekerheid

= Mijn persoonlijke gegevens wijzigen
E-mailadres * i |

Lokaal e-mailadres : ‘ ‘
(dit adres mag gebruikt worden in het kader van uw individugle contacten met het contactcenter Eranova)

Beveiligde toepassingen

[0 Administratieve gegevens (RIZIV)
Beheer van i T RIZIV voor

(praktijk- en financiéle gegevens, conventionering...)
() Beheer van financiéle en fiscale gegevens (RIZIV)

[0 eHealthBox
Elektronisch postvak eHealth
() Mijn documenten (RIZIV)
Met deze module kunnen dispensers de documenten die tussen hem en het RIZIV zijn vitgewisseid visualiseren en

bepaalde gepersonaliseerde elektronische documenten, zoals recepten voor geneesmiddelen, downloaden.
() Online aangifte voor de overdracht van verdovende middelen
Portal of Online aangifte voor de overdracht van verdovende middelen

) Raadpleging van medische kaart
Raadpleging van medische kaart

Figure 24: Enter the user's details.
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2.2.8. CHANGING ACCESS DATA
It is possible to edit the access data later.

2.2.8.1. Logging in

Make sure you are logged into the social security portal 'Toegangsbeheer voor ondernemingen en
organisaties' [access management for businesses and organisations] by clicking on this link, and then
clicking on 'Toegangsbeheer' [access management] (see Figure 19).

2.2.8.2. Actions by role
The following roles can perform the following actions.

= As PAM:
— Add, delete, (un)block or modify user or AM data;
— (de)activate or change a domain.

=  As AM:
— Add, delete or (un)block an existing user;
— Export user list to CSV or Excel format;
— Add, delete or (un)block a subdivision;
— Cannot remove PAM.

= As a user:
— edit personal data.

2.3. LOGGING INTO THE APPLICATION
After registration (step 2.1.) and configuration (step 2.2.), you can log into the web application.

1. The link first takes you to a government platform, where you can securely log in (see Figure 25).

[ CsAM Log on to online public services

Choose your digital key to log in

elD or digital keys of recognised partners

(7] (7]
LOG IN LOG IN
with elD card reader via itsme

Create your itsme account
Digital keys with security code and username + password

(2] (2]

LOG IN LOG IN
@ with the security code by e-mail with security code via mobile app
(2]

LOG IN

with security code via token

Figure 25: CSAM login platform

2. Next, select the enterprise and subdivision if applicable for which you wish to submit a declaration
(see Figure 26).
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® v Nederands v

Aanmelden voor narcoreg.be

Kies uw profiel:
Ik wil me aanmelden

Binnen de organisatie:

‘ Kies een profiel v ‘
Profiel bevestigen
> Hulp nodig (0]

Figure 26: Select the enterprise and subdivision if applicable.

Note for pharmacists

If you can only select the profile of your former employer, even though you now work for another pharmacy,
this can be changed through the following procedure:

Please contact the NIHDI at dossierpharma@riziv-inami.fgov.be stating that you are no longer employed
by your former employer. This will allow the NIHDI to change your data in coBRHA. After all, our application
gets its data from coBRHA.

If the address of your pharmacy is incorrect in the system, it can be changed through contacting the NIHDI
at dossierpharma@riziv-inami.fgov.be. Don't forget to mention your APB number.

=
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3. SUBMITTING DECLARATIONS THROUGH THE WEB APPLICATION
3.1. SUBMITTING A DECLARATION

= SUBMITTING DECLARATIONS INDIVIDUALLY
The user must first log in to the web application (see Section 2.3.).

The web application offers two ways to submit the declaration:
- by submitting the declarations individually (see 'Submitting declarations individually');
- by bulk upload using a CSV file (see 'Declaration via bulk upload").

Follow the steps below.

1. Select the type of transfer from the drop-down menu.
- Purchase
- Sale

Please note: Users working in a lab can only choose the 'Sale' type for now. This will be changed
in the future.

2. Enter the trading partner's ID. To do this, refer to the list of trading partners in the 'Information’
section, or click on the magnifying glass to search for the name of the trading partner.

3. Enter the ID of the narcotic code. Please refer to the product list in the 'Information’ section.
A magnifying glass will also be added here in the future for ease of use.
The 'CNK code' field is optional. Please refer to the product list in the 'Information' section.
Note that it is sufficient to enter either the narcotic code or the CNK code.

4. Enter the quantity of product received/shipped (fractional quantities are possible for bulk goods).
- Unit for raw materials in bulk = grams
- Unit for medicines and pharmaceutical raw materials = per package

5. Enter the order date (format: DD/MM/YYYY).

6. Enter the date of the incoming shipment (format: DD/MM/YYYY). This is the date of shipment (for a
sale) or receipt (for a purchase) of the product.

7. Save the declaration.

= DECLARATION VIA BULK UPLOAD

Users can also send declarations via bulk upload using a CSV file.

The CSV file template can be downloaded by clicking on 'Example CSV' on the ‘Upload a list of
declarations’ page. Then a screen appears with the following information:
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Example CSV X

Valid column names:

narcotic_code Product code with six or seven characters

cnk_code Alternate product code, if unknown leave blank

physical_shipment_date Incoming or outgeing shipment date of the product (format: DD/MMMNYYYY)
order_date Date when order was received (format: DD/MM/YYYY)

transfer_type Determine whather it's a PURCHASE or SALE transfer type

trade_partner The authorization number of your trading partner

quantity The number of products. Separator can be a dot or comma. 0 is not accepted

Below is an example of the CSV format. Please use this format for all CSV files you would like to upload

Example:  Save ¥

narcotic_code; cnk_code; physical_shipment_date; order_date; transfer_type; trade_partner;  quantity;
021101; ABC-123; 02/01/2021; 01/01/2021; PURCHASE; 101101; 5.5;

Close

Figure 27: The template for the CSV file.
The template file is automatically downloaded after clicking the | arrow.

Follow the steps below for the bulk upload :

1. Click 'Select the CSV file’ and select the CSV file you want to upload. The declarations to be sent will
then appear on the screen.

2. Click 'Submit'.

3. Confirm the declaration by clicking 'YES'.

4. You will be notified that the declarations have been successfully uploaded.

Note that data not recognised by the system or declarations with SALE type submitted by lab staff are
indicated in red. The reason for the error message can be viewed by clicking on the v symbol.

Correct or delete these declarations if necessary by clicking on the pencil or bin icon respectively.

After correcting, click submit again. You will be notified that the declarations have been successfully
uploaded.

Narcotic code Quantity Buzinzzs partners 1D Transfer type Crrder datz Physical incoming ! cutgoing shipment date

0410280 51 10083 SALE 01-01-2021 01-01-2022 / U w

Figure 28: Declarations with SALE type.

You can download the declarations you submitted by clicking 'Export'. The CSV file is downloaded
automatically. This option is especially useful if you have had to modify your initial upload.

=  VIEWING DECLARATIONS

Declarations can be viewed in the ‘Consult your declarations’ section. You can access both your own
declarations and those of your colleagues.

Then click 'Search' to view the list of all your declarations. It is possible to sort the data in the columns in
ascending or descending order. The details of the declaration can be accessed by expanding the declaration.
To do this, click on the v symbol.

=
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You can also perform an advanced search by completing the fields provided below and then clicking
'Search'.

Consult your declarations

Declarant's ID: 999999 TEST ACTOR SMALS Elm street 1984 - 9999 Los
Angeles
Transfer type - Business partner's ID
Narcotic code CNK code
Declaration date o] Order date = Physical incoming shipment date =

uantity condition

noo

- Quantity

Figure 29: Viewing declarations.

3.2. EDIT OR CANCEL A DECLARATION

In this version of the web application, it is not yet possible to edit or delete submitted declarations. If a
declaration needs to be corrected or cancelled, the declaration must be deleted in its entirety. This is done
by means of a 'minus declaration'. The declarant must re-submit the same declaration, but with a negative
quantity. The correct declaration can be submitted.

Purchase 16/0672022 ATI0G2022 1 747056 123001 ATI0G2022 13:39:05 A

Purchase 16/0672022 ATINE2022 -1 747058 123001 17062022 13:39:30 A

Figure 30: Edit or cancel a declaration

3.3. DEADLINE FOR SUBMITTING A DECLARATION

The deadline for submitting a declaration is a maximum of 30 days from the date of receipt or shipment of
the product, as stated on the declaration. Declarations cannot be sent after this time.

Nevertheless, it is recommended to report a delivered/received shipment as soon as possible, so that
possible errors would be detected faster and registrations would not be forgotten.

Additionally, enterprises that receive (multiple) small deliveries daily, such as pharmacies, are advised to
submit what they have physically received into the system, rather than merely copying the data that
appears on a shipping note.

&=,
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4. APPLICATION FOR REGISTRATION OF NEW TRADING PARTNERS

Article 6 of the Royal Decree of 6 September 2017 regulating narcotics and psychotropic substances
stipulates that a prior activity licence is required for all those who import, export, transport,
manufacture, produce, sell or offer for sale, supply or deliver, or purchase narcotics and this
permit applies for the place where the activities involving these narcotic drugs are performed.

In practice, this means that anyone who wants to legally conduct activities involving narcotics must be
licensed to do so by the FAMHP. These include, for example:
e manufacturers and distributors of narcotic drugs, Investigational Medicinal Products (IMPs) and
Active Pharmaceutical Ingredients (APIs);
e wholesaler-distributors;
e |aboratories that analyse narcotic drugs.

For more information about the legislation behind the licence, more specifically an activity licence, we
recommend thoroughly reading the elements concerning this aspect in the Royal Decree.
Applications can only be made using the application form on the FAMHP website.

Article 7 of the Royal Decree provides for an alternative to the activity licence, namely the end user licence
as applicable, for example, to toxicology laboratories and to police and customs services. More information
is available on the website of FAMHP.

Article 8 of the Royal Decree further stipulates some exemptions from the activity licence such as for
pharmacists and veterinarian-depot holders.

5. CHANGE DATA OF TRADING PARTNERS
For all trading partners, it is extremely important that any change (holder, person in charge, address,
etc.) are reported in time to the competent services.

= In the case of a pharmacy open to the public, changes must always be reported to the
'Registration of Pharmacies' service using the form, available on this page:
Pharmacy for the public - Human Use — FAMHP.

= In the case of a hospital pharmacy, changes must be reported to hospital pharmacy
inspectors (contact details see: Hospital Pharmacies - Human Use — FAMHP).

= In the case of wholesalers, changes must be reported via a request for amendment to the
narcotics licence to the FAMHP (Narcotics team). Remember to also report the changes at the
WDA licence level (contact eudragmdp@fagg-afmps.be).

* Trading partners who hold an activity licence or end user licence are required by law to
notify the FAMHP (Narcotics team) of any change in the data listed on the licence within fifteen

days.
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6. APPLICATION FOR REGISTRATION OF NEW NARCOTIC DRUGS

The term 'narcotic drugs' is derived from the UN conventions and includes either a solid or liquid mixture
of narcotic substances, such as a licensed drug (preparations) or a pure substance.
These types of applications cannot currently be submitted through the digital system.

The application must be submitted by email to narcotics@fagg-afmps.be and must include the following
information:

= the name of the preparation/substance;

= the pharmaceutical form;

= the name of the narcotic drug;

= the amount in anhydrous substance;

= pack size (number of units per pack).

Applicants are also asked to attach an official document (copy of the MA, extract from the IMP File, foreign
import licence in case of an export of these preparations, etc.) that can substantiate the above data.
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